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.+| DIOCESE OF
DoWMAT Vision and Values

Our Vision

DOWMAT’s vision is to foster an inclusive, nurturing environment where everyone flourishes - academically,
spiritually, and personally. Rooted in Christian values, we prioritise the vulnerable, promote work-life
balance, and strive to deliver exceptional education, while celebrating each academy’s unique identity—
reflecting the fullness of life promised in John 10:10.

‘To love, to learn, to serve - through collaboration, honesty, and hope.’

Our Values
Love

We are committed to Compassion and Care: As Christ commands, we strive to love one another deeply,
fostering empathy, respect, and kindness. We create a culture where we genuinely care for each other,
supporting personal, professional and spiritual growth, as we walk in His love.

Learn

We are committed to Continuous Growth and Wisdom: Following the call to grow in knowledge and
understanding, we cultivate a culture of curiosity, adaptability, and continual improvement. We encourage
all to seek wisdom and learning, guided by God’s truth, that we might serve more effectively.

Serve

We are committed to Service and Impact: Inspired by Christ’s example of humble service, we dedicate
ourselves to serving others, contributing to the well-being of our schools, communities, and beyond, bringing
His light and love into all we do.

Collaboration

We are committed to Unity in Purpose: We value working together in mutual respect, knowing that through
collaboration, we can have a greater impact supporting each other to achieve our shared vision.

Honesty

We are committed to Integrity and Truth: Following Christ’s call to live in truth, we foster a culture of honesty,
transparency, and trust, ensuring that our actions reflect His integrity in all dealings, upholding the highest
ethical standards.

Hope

We are committed to Inspiring Hope and Faith: As bearers of Christ’s hope, we instil in every individual the
belief in their God-given potential to achieve great things, trusting in His plan to bring good out of all
circumstances, and inspiring hope for a future filled with His promises.
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Introduction

1. The Diocese of Worcester Multi Academy Trust — DoWMAT - (“the Trust” / “we” / “us” / “our”)
processes a significant amount of personalinformation about its pupils, parents, staff, volunteers and
other individuals that it comes into contact with. This can include sensitive information (“special

category data”).

2. Where atype of personal data processing is likely to result in a high risk to the rights of individuals, the
UK General Data Protection Regulation (the retained EU law version of the General Data Protection
Regulation (EU) 2016/679) (“GDPR”) requires that we must carry out a Data Protection Impact
Assessment (“DPIA”). A DPIA is a form of risk assessment which is designed to help us identify data
protection risks associated with a particular system, project or plan and to put in place measures to

mitigate those risks.

3. The Procedure will be reviewed and updated in accordance with documented review dates, though
the Trust reserves the right to update this Procedure at any time where it is more immediately
necessary to do so e.g. because of operational changes, court or regulatory decisions, or changes in

regulatory guidance.

The procedure

4. OurProcedure is designed to be user friendly and easy to follow for those tasked with undertaking the

requirements of this Procedure. There are 6 specific stages which are as follows:
1) Identify the need for a DPIA
2) Describe the processing

3) Assess necessity and proportionality

(1)

(2)

3)

(4) Identify and assess risks

(5) Identify measures to mitigate the risks
(6)

6) Sign off and record outcomes

5. Each of these steps is set out below.

Step 1: Identify the need for a DPIA
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6. The first step is to consider whether a DPIA is necessary. A DPIA will be necessary where a data
processing activity is likely to result in a high risk to individuals such as pupils, staff, parents, and
others who we may come into contact. Where a DPIA is not required, because the third party service
provider will often be a ‘Data Processor’, it will still be necessary to ensure that there is a data

processor agreement in place, which satisfies the requirements of the UK GDPR.

7. To determine whether a DPIA is required, you should first complete the screening questions which
can be accessed by emailing the DPO. This will inform you whether a full DPIA is required, or some

other action short of a DPIA e.g. to request the DPO to review the Data Processing Agreement.

8. A non-exhaustive list of examples when the Trust will undertake a DPIA include when we decide to

introduce any of the following: -

8.1 Central management systems.

8.2 Safeguarding systems.

8.3 School communications applications.

8.4 HR systems.

8.5 Cashless catering systems.

8.6 Other systems that require the use of biometric data.

8.7 When CCTV systems are implemented.

9. If we decide that a DPIA is needed, the DPIA should begin at the project’s outset before processing
starts. The DPIA must then run alongside the planning and development process. A good analogy for
comparative purposes is a school trip; when a school trip is planned, a risk assessment will always
be undertaken before the trip takes place, and is kept under review as appropriate. Data protection

requires similar care and attention before processing takes place.
10. Having identified the need to undertake a DPIA, the Data Protection Impact Assessment template

should be completed following the guidance steps below.

Step 2: Describe the processing

11. Step 2 requires you to describe the processing. To do this, you will describe the nature, scope,
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context, and purposes of the processing.

12. The nature of the processing is what we plan to do with the personal data. You will be required to

consider and answer the following questions:-

how do we collect the data?

where will the data be stored?

how will we use the data?

who has access to the data?

who will we share the data with?

how will the data be kept secure?

are we are using any new technologies

are we are using any novel types of processing?

S®oeoo0 T

13. The scope of the processing is what the processing covers. You will be required to consider and

answer the following questions:-

a. whatis the nature of the personal data?

b. whatis the volume and variety of the personal data?
c. whatis the sensitivity of the personal data?

d. whatis the extent and frequency of the processing?
e. whatis the duration of the processing?

f. how many data subjects are involved?

g. whatis the geographical area covered?

14. The context of the processing is the wider picture, including internal and external factors which might

affect expectations or impact. You will be required to consider and answer the following questions:-

a. whatis the nature of our relationship with the individuals?

b. dotheyinclude children or other vulnerable groups?

c. how much control will they have over the processing?

d. would they expect you to use their data in this way?

e. have there been prior concerns or previous security flaws to do with this type of processing?

f. isitnovelin any way? Are there any current issues of public concern?
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15. The purpose of the processing is the reason why we want to process the personal data. You will be

required to consider and answer the following questions:-

a.
b.

C.

what do you want to achieve?
what is the intended effect on individuals?

what are the benefits of the processing for you, and more broadly?

Step 3: Assess necessity and proportionality

16. Step 3 requires you consider the necessity and proportionality of the processing. In this regard, we

are thinking about whether we need to process the data, and if so, is the proposed way of achieving it

proportionate. You will be required to consider and answer the following questions:-

a.

what is the lawful basis for processing the data in this way?

does the processing actually achieve the purpose?

is there a less intrusive way to achieve the same outcome?

how will we ensure the data is good quality and limited to what is necessary?

what information will we give individuals about how their data is used?

how will we help to support their rights under the GDPR?

what measures do we take to ensure processors and other third parties comply with data
protection law?

how do we safeguard any international transfers of the data?

17. Some aspects of this section raise more complex questions of data protection law, particularly (a), (g)

and (f). The DPO will be able to provide advice in responding to these questions.

Step 4: Identify and assess risks

18. Step 4 requires you to identify and assess risks associated with the processing. These risks should

become more obvious when completing the DPIA. However, there may be other risks that have not

been identified, and which the DPO may raise when providing advice on the DPIA.
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19. To assess whether the risk is a high risk, you will need to consider both the likelihood and severity of
the possible harm. Harm does not have to be inevitable to qualify as a risk or a high risk. It must be
more than remote, but any significant possibility of very serious harm may still be enough to qualify as

a high risk. Equally, a high probability of widespread but more minor harm may still count as high risk.

20. You should make an objective assessment of the risks by using the matrix below which will enable you

to think about the likelihood of harm and severity of risks:

Sﬁ rious Low risk High risk High risk
- arm
7]
m
o
£
o ‘Some Low risk MEF'IU“‘I High risk
B impact risk
T
o
b=
(]
m - -
M|n|mal Low risk Low risk Low risk
impact
Remote Reasonable | More likely
possibility than not
Likelihood of harm

Step 5: Identify measures to mitigate the risks

21. Against each risk identified, you will need to consider measures to mitigate the risks. For example,

you may consider:

a. deciding not to collect certain types of data;

b. reducingthe scope of the processing;

c. reducingretention periods;

d. taking additional technological security measures;

e. training staff to ensure risks are anticipated and managed,;

f. anonymising or pseudonymising data where possible;
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g. writing internal guidance or processes to avoid risks;

h. using a different technology;

i. putting clear data-sharing agreements with other data controllers into place;

j-  making changes to privacy notices;

k. obtaining data subjects’ consent to the processing of their data where appropriate;

l. implementing new systems to help individuals to exercise their rights; or

m. Selecting data processors who will provide a greater degree of security and ensuring that data

processing agreements are compliant with the GDPR.

22. You should obtain the advice of the DPO as part of this aspect of the process.

23. We will not start high-risk processing until the appropriate mitigating measures are in place following

the DPIA.

Step 6: Sign off and record outcomes

24. The DPIA will be signed off by a senior member of staff at the Trust, for example the head of the

department to which the processing activity most closely relates.
25. As part of the sign-off process, we will seek and document advice from our DPO on whether the

processing is compliant and can go ahead. If we decide not to follow our DPO’s advice, we will record

our reasons.

Post-procedure steps

26. We will integrate the outcomes of our DPIA into our project plans. We will identify any action points

and who is responsible for implementing them.

27. We will monitor the ongoing performance of the DPIA.

28. We will record DPIA’s in the DPIA register so that there is a centralised record. DPIAs will be kept

underreview to ensure that they are up to date, and that identified measures have been implemented.
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